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Is your company’s unstructured data ready for generative AI?

Fully Ready: We have a robust data infrastructure and governance in place for unstructured data.

Mostly Ready: Our unstructured data is well-organized, but we need to implement more governance, privacy, and security

controls.

Partially Ready: We can govern structured data well but need to improve our governance of unstructured data.
Starting Out: We have just begun preparing our unstructured data for generative AL

Not Ready: We need to significantly overhaul our unstructured data systems and data governance strategy.
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1. I can't effectively discover, classify, and label unstructured
data.
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2. I struggle with preventing the exposure of sensitive unstructured
data.
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3.Ican't easily determine who has access to sensitive data within
unstructured data and GenAl systems.
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4.1 struggle with ensuring my data is relevant, fresh, and free of
duplicates.
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5.1 can't effectively trace the lineage from files to GenAl models &
endpoints.
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6. I struggle with understanding what policies and
regulations apply to unstructured data.
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90% of organizational data is now
U nS'lTU CTU red and must

be safely governed when used by GenAl models.



New capabilities are required to govern ‘unstructured data’

1.Discovery of
Unstructured Data

Discover unstructured data
assets across diverse storages.

A
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6. Curation of
Unstructured Data

Curate and auto-label files and
objects for use in genAl projects.

‘a
2. Cataloging of
Unstructured Data

Catalog all files and objects that
can be used for genAl projects.

7. Extraction of
Unstructured Data

Extract data from hundreds of
unstructured formats to enhance
data utilization.
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3. Classification of
Unstructured Data

Classify all files and documents
based on their sensitivity and
other attributes.

G

8. Sanitization of
Unstructured Data

Sanitize / redact / mask /
sensitive data from files for use in
genAl projects.
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4. Entitlements of
Unstructured Data

Preserve enterprise entitlements
at source systems for genAl
projects.

c9

9. Quality of
Unstructured Data

Ensure files are fresh, unique,
and relevant before feeding to
GenAl models.

o

5. Lineage of
Unstructured Data

Assess and document the origins
and uses of data in genAl
projects.

G
10. Security of
Unstructured Data

Secure unstructured prompts,

retrievals, and responses with

distributed, context-aware LLM
firewalls.
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Contextual Data+AlI Data Data Cla szti::‘:g atio Data Data Data Data Data Data Data
Intelligence Discovery Cataloging n Entitlements Lineage Curation Extraction Sanitization Quality Security

Data Command Graph: The knowledge graph of enterprise
data and its controls

Unstructured Data Intelligence Data Controls Intelligence Regulatory Intelligence

Find answers to your key questions
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What sensitive data exists?
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Contextual Data+Al Data Data Cla 52%:2 atio Data Data Data Data Data
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Discover files and objects across diverse storages

e Automatically discover files, documents, and objects across

. . . . . . Birth Certificate
various repositories, including file shares, cloud storage, on ——

data lakes, and enterprise applications.

. . . . Data Explorer
e Explore detailed metadata such as vendor info, version info,

port

encryption status, port info, location, owner, size etc. 99k 12 = | 0
Scanned Profiles Data Stores Formats
e By leveraging this metadata, organizations can gain
comprehensive visibility into their unstructured data assets. | | | 1
Sharepoint Data Record JillA San Jose, CA
y Record
Sharepoint Data Record Kelly T San Jose, CA
Sharepoint Data Record Paul M San Jose, CA

A

i Content Dist. by Location
E

United States of America
San Jose 1035

Show me sensitive data in E:) Sharepoint
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Contextual Data+Al Data Data Cla 52%:2 atio Data Data Data Data Data Data
Intelligence Discovery Cataloging n Entitlements Lineage Curation Extraction Sanitization Quality
Catalog all files and objects for GenAl projects
e Catalog all the files, documents, and objects, enhancing
searchability and accessibility across the organization. B pocumentTypes & Content Profiles
TYPE DOCUMENTS DATA SYSTEM LOCATION CONTENT DOCUMEN... CONTENT
e Add tags and metadata to files and objects based on
. . Financial 670 24 17 @ Pl 7k 29
content and context, enabling users to find relevant
content quickly. IRS fax 3a5 13 58 8 oma 670 19
Creadit Report 127 22 12 fas GDPR 120 n
e Group content by department / function and file formats.
E:.\* File Formats e Data Systems
Tvee DOCUMENTS  DATASY..  LOCATION oATA SYSTEM DOCUMEN..  CONTENT
Tr Plain text 234 34 13 & GDrive 670 27
a Spreadsheet 765 87 24 @ AutrylabFull 45 38
Q Image 567 i ir 19 @ OneDrive 506 13

a Securiﬁ Confidential Presentation Under NDA - Do Not Distribute - No Screenshots Pls

Data
Security

FILE F...

FILE F..

67

65

14



Contextual Data+Al Data Data Data Data Data Data Data Data Data Data
Intelligence Discovery Cataloging (olfs I iifeoilela] Entitlements Lineage Curation Extraction Sanitization Quality Security

Automatically classify all files and objects based on their
sensitivity and other attributes
e Advanced, out-of-the-box Data Classifiers to auto-classify

sensitive data. Advanced NLP and EDM techniques for
unstructured data.

Classify Data
Unclassified
e Detect hundreds of sensitive and personal data elements s
o . . . Ccl}c::n(t)w:y Medical Document
specific to security compliance and global privacy laws. gory
Classified
e Utilize various AI/ML techniques and algorithms that go beyond 5 Data
just pattern and keyword matching. Health
= Defect Type Insurance =
Form
e Detect sensitive documents such as medical consent forms,
insurance forms, tax forms, etc. using out-of-the box ML-based Acdiaes SanfEei)
profiles. -
Detect Format PDF
Credit Report Price List Transcript

Passport USCIS Form |9
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Poll Question

Are you using Copilot, OR building your own custom agents & GenAl applications?

Using Copilot exclusively
Building custom agents and applications exclusively
Using both Copilot and custom solutions

Exploring both options, but not actively using them

ok DD~

Not using either option currently
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Contextual Data+Al Data Data Cla 52%:2 atio Data Data Data Data Data Data Data
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Preserve enterprise entitlements at source systems

e Know the entitlements for buckets, folders, files, and
documents in data lakes and file shares. Access Intelligence

Action Requested
USERS 53 ROLES &S

e Preserve entitlements when exiracting data from source Action Taken
systems for feeding to GenAl models. Vs 80 _ @ N Pl b 3
Inactive Overprivileged Unused Overprivileged Recommendations
. . . . . . . \/\/_'w/ W
e Enforce entitlement information within GenAl pipelines at
the prompt level. Roles -~ ﬂ
SHARES L] SENSITIVE DATA A |
e Ensure that only authorized users have access fo relevant l 12 ‘345 ‘30 ‘ CoViRcpons
data by honoring entitlements in Al pipelines and Shares flinbound - (| Cutbognd Records: | Voluin

assistants.
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Data

Contextual Data+Al Data Data Classificatio Data Data Data Data Data Data
Intelligence Discovery Cataloging N Entitlements Lineage Curation Extraction Sanitization Quality

Monitor Unstructured Data Flow and Usage

e Provide a clear, visual map of where unstructured Pl il

data originated, and how it was processed and used. £ secur :
DataCommand
. Graph s

e Verify the source and integrity of each response or

output from the AI model or system.

Q
e Ensure GenAl trust by maintaining transparency and & .
compliance. g0 8
L]
R b
X
0
®
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Contextual Data+Al Data Data Cla 52?:(:2 atio Data Data Data Data Data Data Data
Intelligence Discovery Cataloging N Entitlements Lineage Curation Extraction Sanitization Quality Security

Curate and auto-label files and objects

e Curate data by analyzing content and automatically adding

Data Labels fo files based on content. ) o
Labling Policies o
[ Use an eXTenSib|e po||Cy ermework to Qufom(]ﬁcg”y (]pp|y STATUS NAME / CATEGORY TARGET TYPE CLASSIFICATION OWNER

sensitivity and use case labels within files and documents.
Label HR Forms as Confidential

Data Labelling Policy

Confidential 3 3’

e Preserve labels and tags when moving files from source

. Label Sales Directory as Confidential . ,
systems for feeding to GenAl models. QD oot Lobeling Polioy s} Confidential B 42
Label Staff Directory as Public - - ;
@ Data Labeliing Policy - CEIEETE & &
Label Finance Directory as Private - Confidential E Y.
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Data
Classificatio
n

Data
Entitlements

Contextual Data+AI Data Data
Infelligence Discovery Cataloging

e Extract Unstructured Data from hundreds of formats, including
o Word, PowerPoint, Excel, HTML, PDF
o Multimedia: Images, Audio, and Video

e High Fidelity Parsing that captures a document’s visual layout
o Improves chunking for vectorization
o Improves LLM comprehension of the data

e Exiract Images from Documents for OCR -
Utilize built-in Optical Character Recognition (OCR) to convert

pdf and image documents into text

e Highly Performant & Scalable architecture
Designed for petabyte-scale scanning
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Data

Contextual Data+Al Data Data Classificatio Data Data Data Data Data Data Data
Intelligence Discovery Cataloging N Entitlements Lineage Curation Extraction Sanitization Quality Security

Mask, anonymize, redact, and certify data before use in GenAl pipelines

e Before unstructured data is sent to GenAl models, it
must be sanitized. If GenAl models learn from any
sensitive information, it remains with them forever,
compromising data privacy and security.

e Automatically mask, anonymize, redact or tokenize

data in-flight in a GenAl pipeline. @00  PASSWORD || @@® || eam || EMAL & e®® G

. L. SN ‘ AR FIRST N/ 5 D NO oAN
e Ensure compliance with internal controls and the J Credit Card Number
ver-evolving gl | data regulation for
ever-evol g global data egulatio Sbeéé NENUMBER | | eam ecee 0000 00003846 Al RECORD o
transferring data for use with LLMs for training,
funing, or inference purposes SENDER ‘ @00  RESUME | | eam | | TRANSCRIPT | e@® A
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Contextual Data+Al Data Data Cla 52%:2 atio Data Data Data Data Data Data Data
Intelligence Discovery Cataloging n Entitlements Lineage Curation Extraction Sanitization Quality Security

Ensure files are fresh, complete, unique, and relevant
before feeding to GenAl models

e Infer and analyze metadata on files, such as their recency and B
topic, to measure data quality 6 -';!.’ ° :,:
e Evaluate files inline to ensure: E .
o Freshness )
o Unigueness
o Relevance to the topic | * ‘
o

Reliability of sources

e Develop new data quality measures, such as robustness and E
non-hallucination of model responses in a non-deterministic |

world. B> sharepoint

Duplicate Files Stale Files Topical Relevance

Y RE TOPIC DATE CREATED DATE MODIFIED
Report.pdf Medial June 11,12:05 pm June 11,12:05 pm
Transcrint.pdf Academia March 23 06:05 Pm March 23, 06:05 Pm
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Data

Contextual Data+AlI Data Data Classificatio Data Data Data Data Data Data Data
Intelligence Discovery Cataloging n Entitlements Lineage Curation Extraction Sanitization Quality Security

Secure LLM interactions with inline privacy and security guardrails

e Ensure both models and underlying data systems are
properly configured and permissioned to avoid data
exposures.

e Provide continuous visibility into LLM interactions to
protect against attacks, malicious use and mistakes.

e Determine data access at the pipeline level, not just the user
level.

e Implement built-in policies covering sensitive data, tone,
topic, phishing, and aftacks.
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Questions?
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Safe use of ‘unstructured data’ is at the epicenter of GenAl
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Join EDM Council and our membership P
community of companies... EDMCouncil

N ] i
EDMCouncil embershl &= ngage ou Join no .
350+ Member Firms
X Cross-industry,
including Regulators

TODAY'S HIGHLIGHTS

Bank of Valletta becomes the newest

GIObaI Advocates ::mber(ojointheEDMC

for Data 8 S 000 25,000+
o d T N\ Professionals

4 Worldwide
A Americas, Europe,
“  Africa, Asia, Australia

edmcouncﬂ org

Join a vibrant community of 25,000+ business leaders, CDOs, and data and analytics professionals across all industries.

BankofEngland ) NOVARTIS X Hsec aws Schneider B® Microsoft Google WLEGON

Explore membership See all 350+ member organizations
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For more information, please check out these resources.
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Harnessing Unstructured
Data for GenAl:
A Primer for CDOs

‘ecurll Data+Al Command Center

[ securiti education

Al Governance
Certification
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Building Safe GenAl Systems:
The Ultimate Guide for CDOs

Securi Data+Al Command Cenfer

Your Data Command Center”

Enabling Safe Use of Data & Al
Unified Intelligence & Controls Across Hybrid Multicloud

Security | Privacy | Governance | Compliance
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https://education.securiti.ai/certifications/ai-governance/

Thank you!

FOR MORE INFORMATION, CONTACT:
info@securiti.ai or www.securiti.ai
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