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Origins of Cloud Data Management Capabilities & The
Key Controls



CDMC: Industry Engagement
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Regulatory Engagement
EDMCouncil

* US: Federal Reserve,
CFTC, FDIC, SEC

» Canada: OSFI

* UK: BoE, FCA, ICO

* Germany: BaFin

* Swiss: FinMA

* Australia: APRA

» Singapore: MAS

» African Continental Cloud
Regulatory Symposium

» Others

CDMC Framework v1 Published September 2021

100+ Leading firms and 300+ participants
actively participating since May 2020

Cloud Data Management Capabilities

EDMC

Support

EDMCounc
Training Courses
Assessments &
Certification
Authorized Partner Program
FINOS Open Source Project
Other industries engaged:
PharmalLife Sciences,
Telecommunications,
Manufacturing, Energy,
Insurance, Government

CDMC+ Extensions

EDMCounc

2023 Working Groups:

Analytics

Data Marketplace

Data Sharing

Master Data Management
Federated Data Governance
Data Mesh



CDMC
Framework

4.0
Protection
3.0 & Privacy
Accessibility

2.0
Cataloguing
& Classification

Pages _ =
Best practice framework for the migration, management,
Com ponents and enablement of sensitive data in cloud

Capabilities

Sub-capabilities |
Free license — Download at:
Key Controls




Cloud Data Management Capabilities (CDMC)
14 Key Controls and Automations

Data Privacy Impact Assessments
must be automatically triggered for all
personal data according to its

jurisdiction

Appropriate Security Controls must

Data Consumption Purpose be enabled for sensitive data and

is required for all Data Sharing
Agreements involving
sensitive data

evidence must be recorded

Entitlements and Access for
Sensitive Data must be defaulted
to creator and owner and all
access must be tracked

4.0
Protection
Classification must be automated 30 & Privacy
for all data at point of creation or Accessibility
ingestion and must be always on & Usage
2.0
Cataloguing
Cataloguing must be & Classification

automated for all data at point of
creation or ingestion

The Data Sovereignty and
Cross-Border Movement of
sensitive data must be recorded,
auditable and controlled according@ 4!
to defined policy

Lensitive Data Includes classiiications such as:

- Personal Information (PI) / Sensitive Personal Data

- Personally Identifiable Information (PII)

- Client Identifiable Information

- Material Non-Public Information (MNPI)

- Specific Information Sensitivity Classifications (such as
‘Highly Restricted’ and ‘Confidential’)

- Critical Data Elements used for important business
processes

- Licensed data

Data Quality Measurement must
be enabled for sensitive data with
metrics distributed when available

Data Retention, Archiving and
Purging must be managed
according to a defined retention
schedule

Data Lineage information must be
available for all sensitive data

Cost Metrics directly associated
with the use, storage and
movement of data must be

available in the catalog

A register of Authoritative A Data Control Compli
2 o pliance
SoDu.rcei and AUtht:ft;Zed Eg?agg’:\i: :tht’)g giﬁj Ilg tz dd?c:? Metric must be produced for
Ilsttrij ;Jtofﬁ (fjnlis e . all sensitive data all data assets containing
populated for all data assets sensitive data

containing sensitive data



CDMC Components, Capabilities & Sub-Capabilities

Component

1. Governance
& Accountability

2. Data Cataloguing
& Classification

3. Accessibility
& Usage

4. Protection & Privacy

5. Data Lifecycle

6. Data & Technical
Architecture
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Capabilit

1.1 The Cloud Data Management business case

is defined and measurable
1.2 Data ownership

established for both migrated & cloud-generated data

1.3 Data sourcing and consumption

are governed and supported by automation
1.4 Data Sovereignty and Cross-Border Data Movement

are actively managed
2.1 Data catalogues

are implemented, used and interoperable
2.2 Data classifications

are defined and used

3.1 Data entitlements
are managed, enforced and tracked

3.2 Ethical access, use, and outcomes of data
are managed

4.1 Data is secured,
and controls are evidenced

4.2 A data privacy

framework is defined and operational
5.1 The data lifecycle

is planned and managed
5.2 Data quality

is managed

6.1 Technical design principles
are established and applied

6.2 Data provenance and lineage
are understood

Sub-Capabilit:
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6.1.1
6.1.2
6.13
6.1.4
6.2.1
6.2.2
6.2.3

Cloud data management business cases are defined
Cloud data management business cases are governed and syndicated

Data Owner roles and responsibilities are defined and agreed
Data ownership is established in the Cloud

Data sourcing is managed and authorized
Data consumption is governed and supported by automation

Sovereignty of data is tracked
Data Sovereignty and Cross-Border Data movement risks are mitigated

Data cataloguing is defined, scoped and actively used

CDMC"

Cloud Data Management Capabilities

Metadata is discoverable, enriched, managed and exposed in Data Catalogues
Data catalogues are interoperable across multi and hybrid cloud environments

Data classifications are defined and approved
Data classifications are applied and actively used

Data entitlement rights and obligations are captured as metadata
Data entitlement rights are enforced
Automated access and entitlement tracking is established

Data Ethics organization structures are established
Data Ethics processes are operational

Encryption policies are defined and enforced for data at rest, in motion, and in use

Implementation of data security controls is evidenced

Data obfuscation techniques are defined, scoped and applied
A Data Loss Prevention program is in place

A data privacy framework is defined and agreed

The data privacy framework is operational

A data lifecycle management framework is defined and adopted
The data lifecycle is implemented and managed

Data Quality rules management is established

Data Quality measurement is established and operational
Data Quality metrics reporting is established and operational
Data Quality issue management is established and operational
Optimization of cloud use and cost efficiency is facilitated
Principles for data availability and resilience are established and applied
Backups and point-in-time recovery are supported

Portability and exit planning are supported

Multi-environment lineage discovery is automated

Data lineage changes are tracked and managed

Data lineage reporting and visualization are implemented
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The strategic importance of aligning technology and
industry leading frameworks
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The strategic importance of aligning technology and industry leading frameworks
Projective Group and BigID

Unlocking the Power of Data
Data-Driven Decisions: Industry frameworks ensure data is collected, structured, and categorized in a consistent
way.
Shared Understanding: A common language fosters better communication and collaboration between the
business and technology teams.

Competitive Advantage
Innovation: Aligned data and technology can help fuel innovation by supporting the development of new products
and services.
Improved Automation: Standardized data through frameworks makes it easier for technology to automate tasks
and optimize processes.

Increased Efficiency and Compliance
Data ROI: Data frameworks are a key component in organising a data programme for success and providing data
ROI
Risk Reduction: Data frameworks can identify potential risks. Technology can then analyse this data to predict
issues and implement preventive measures, boosting resilience.
Regulatory Compliance: aligning technology and industry frameworks creates a structured and efficient data
environment that simplifies compliance efforts.
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CDMC Certification Process
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CDMC Readiness Assessment and Full Certification
Projective Group and BigID

Process

Step 1 - Self assessment provided insight into
maturity of BigID product across sub-
capabilities

Step 2 - Systemic review of capabilities aligned
to CDMC 14 key controls

Step 3 - Identify key capabilities that can meet
multiple controls

Step 4 - Document evidence for each key
control including screenshots

Step 5 - Mitigate any control gaps

Step 6 - EDM Council Review and Certification

(CDMC

Cloud Data Management Capabilities

CDMC v1.1.1

Assessment
Sub-capability Survey

Name: Stephen Gatchell, Peggy Tsai Date: 11/¢
Title / Department: Dir, CDO 1D:

Version 1.1.1
September 2021
Copyright ©2021 EDM Council Inc.

A\
EDMCouncil

Part of ProjectiveGroup

Welcome!

By receiving this COMC Assessment
Survey workbook, you have been
choosen to provide feedback on the
current state of Data Management
within your organization.

This survey consists of the 37
sub-capabilities of the COMC
Framewark in addition ta the 14 Kev

Big ID - CDMC Readiness
Assessment

'flg’ BigID

r\

EDMCouncil

O Data

ProjectiveGroup

10 Lower Thames Street
EC3R 6AF London
+3228954 4 42

hello@projectivegroup.com
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Key Control - Classification
Projective Group and BigID

Control
e Review data catalog confirming metadata
discovery (scanning) and generate
classification
Test Specification
e (atalog is documented, metadata is enabled,

and populated with sensitivity categories.
Evidence and output

e (atalog, scanning, classifications, and

sensitivity categories

Control 6: Data classifications are defined and used

Test 1. Determine the data catalog is established.
Specification 2. Inspect to confirm metadata discovery (scanning) capability

sensitivity description:
correct.
defined:

classification.
4. Create a new data asset:

Compound Attribute Rules 7

Evidend Online Profie
Output
Health Document

AZ US Residence Address

.
AND OR
{ P | e A
. paad
. {vor) —
{nor e i
Ay

is enabled and set to a recurring schedule.

3. Generate report using catalog metadata classification in
place for sensitivity and aligned to control description (e.g.
PIl, Information sensitive, MNPI, etc.):
3.1 Review report and identify data assets with no assigned

=311 Confirm that assignment of no sensitivity is
3.2 Review report where sensitivity and description are

5520 Verify with random sample that sensitivity
description is accurate for each data asset's

G () @ Enabled | Apply -

() Copy Query
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Key Control - Compliance
Projective Group and BigID

Control
e Data assets are continuously operational and
tracked for sensitive data
Test Specification
e Outlines reporting requirements, metrics,
escalation thresholds
Evidence and output
e Confirm reporting to reflect sensitive data.
e Provide policy capabilities to show data that

exceeds the threshold

Control 1: Data Control Compliance

Test 1k
Specification
2
5%
4.

Evidence & O I
0utput Data Overview 1 @

~  ObjectScanStats « x

4.4M ©
Cotolog Ferings

oooo0oo0O

Confirm data asset controls are continuously operational
and tracked for sensitive assets for all other CDMC controls.
Generate report/dashboard that presents the metrics for
sensitive data controls.

Confirm the ability to set an escalation threshold for each
metric.

Test the automated reporting against threshold limits:

4.1 Impact the effectiveness of a Key Control in a manner
that causes a metric threshold to be outside threshold
limits.

4.2 Confirm the automated reporting of the move outside
threshold limits.

DR R e

Sensitivity Classification ~

1.2K @
red Files

Total Objects

T @ B @
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Test 1. Determine the data catalog is established.
Key Control - Entitlements te o 2 Create data catalog entries with entitiement populated.

3. Inspect to confirm metadata discovery (scanning) capability
is enabled and set to a recurring schedule.
4. Generate report using catalog metadata for entitlement to
determine whether populated or not populated:
4.1 Review report and identify data assets with assigned
entitlement
411  Verify that data assets have alignment of data
asset privileges mapped to user entitlements -
check evidence that the entitlements are

Projective Group and BigID

Control
e Metadata discovery used to identify data asset

privileges and have remediation process

Access Intelligence

Dastboard  Growps  UsersView  Dotaview

Test Specification
e Review data assets with sensitive classification

and review entitlement metadata

Evidence and output Evidence &
. . Output .
e Access Intelligence dashboard and security 5, i

posture to remediate entitlements

Network File Share.s-
Artibutes and 0qs: 2570
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Open Extensible Data Visibility & Control Platform
One Platform Deployable as SaaS, Edge-to-Cloud, or Self-managed

Apps & APIs for Control, Reporting,

Action Your Orchestration

Data

I

*——o

Virtual Data Exploration, Mapping,

Know Your Inventory & Catalog

Data
o—o

Cross Platform Data Virtualization
& Abstraction

Access Your Data
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Know Your Data

Know Your Data with Patented 4-in-1 Data Scanning

Find
Crown
Jewels

Profile &
De-dupe

Identyity
Pll Graph

Metadata
Governance

Automatically identify & find
sensitive, critical, personal,
regulated data - from RegEx to
ML

Find duplicate, similar, and ROT
data everywhere across your
environment

Connect related and inferred
data points into a single identity
or entity for DSR & MDM

ML-augmented metadata
collection, search, and labelling
at petabyte scale




Al, Data & Analytics Capabilities built on CDMC automated controls
2020-2021

ik

CDMC Working Group

m LSEG MorganStanley
CAPCO

JPMorgan
S kbml  #UBS

4P Hsec Cﬁ‘]

P PayPal Freadie

i, NoRTHERN
&/ TRUST

Deutsche Bank

WELLS
FARGO

LLOYDS BANK

Bank

" Tradeweb

ﬁ BNP PARIBAS CREDITSUISSE“

JNasdaq g SOSETE

&

Cloud & Technology
Provider Certification

aws /A Microsoft

Azure

=)
) Google Cloud e
2% collibra

(q- Informatica Uggi BiglD

% dataworld 3 PRIVITAR

@ Solidatus

Deontic\data

securiti

40
Protection

2022-2023

i

Analytics Working Group

Q4’22 - Q4’'23: Extend CDMC for Al, Data &
Analytics

Members: LSEG, Databricks, Standard Chartered,
UBS, JPMorgan, Standard Bank, Schroders,
Vanguard, Cloudera, Acquis Cortico-X

v/ Add Al models & Analytical assets to CDMC
v/ Add NIST Al Risk Management Framework
v/ Add Data Ethics in Practice Framework

ADAC Use Case Governance

Cloud Data Management Capabilities

2024

ik

Al, Data & Analytics Controls
(ADAC)

(J ADAC framework - broad
SME review

(1 ADAC Information Model
& metadata inter-op

[ ADAC Data Product
extensions

(1 ADAC Regulatory
mapping additions

[ Reference Architecture

(" Specialised capabilities to govern & manage analytics & Al use cases

m PERFORMANCE:
‘Model Quality Controls must be
enabled, and ongoing, for sensitive Compliance Metric
assets with metrics distributed must be produced
alongside assets as applicable (inc for all sensitive
bias, drift, performance) ] assets

ETHICS & PRIVACY IMPACT: @ RISK:
| A Risk Control

3 @ USE CASE: Ethical
=2 “Assessments must be automatically

Purpose/Intent, Use and
Outcomes must be
respectively scoped & aligned,
disclosed, and governed for all
sensitive assets.

triggered, or revisited, for personal,
group, community & societal outcomes,
and data processing (inc indirect or proxy
variables), according to its jurisdiction

ANALYT

B AUDIT: Lineage, Transparency,
Versioning and Reproducibility
information must be available for all
sensitive assets, including traceabilty of
data & functional lineage, and appropriate.
model transparency & explainabilty

Common capabilities for managing data & analytics assets

) % and Access
must be automated for all r Sensitive Assets must be
assets (data, models & defaulted to creator and
other artefacts) at point of owner, and all access and use
creation or ingestion must be tracked

30
Accessibility
& Usage

Appropriate Security Controls
ust be enabled for sensitive
assets and evidence must be
recorded, inc vulnerability
assessment for inputs & outputs

@ Retention, Archiving

and Purging, must be
managed according to a
defined framework

£2A register of

Qf Quality Measurement must be
Sources and Authorized

Jenabled for sensitive assets with
metrics distributed alongside assets as
applicable (inc accuracy,

timeliness)

Distributors must be
populated for all assets
containing sensitive data

Cataloguing
& Classification

o)
The Ownership
field in a catalog

P pata ignty and Bord S|
[ Movement of sensitive assets must be must be automated for
must be populated recorded, auditable and controlled according to all assets at point of
for all sensitive defined policy (including data localisation and creation or ingestion
assets software export rules) and must be always on

g Cost & Sustainability Metrics directly
associated with the compute, storage and
movement of assets must be available in the
catalog and used to optimise design

DATA & ANALYTICS

CDMC v1 Published 2021 : ——
ADAC Al, Data & Analytics Capabilities

AWS, Azure, GCP, Snowflake Certified 2021-2023




Al, Data & Analytics Capabilities built on CDMC automated controls

Cloud Data Management Capabilities

(~ Specialised capabilities to govern & manage analytics & Al use cases 0

D [?) usE cASE: Ethical : ale ] RISK: :E’ - Li

O s 5 ca ETHICS & PRIVACY IMPACT: [} PERFORMANCE: ) : > AUDIT: Lineage, Transparency,

= Purpose/intent, Use and Assessments must be automatically Model Quality Controls must be A Risk Control > Versioning and Reproducibility

; Outcomes must be triggered, or revisited, for personal, enabled, and ongoing, for sensitive Compliance Metric information must be available for all

- respectively scoped & aligned, group, community & societal outcomes, assets with metrics distributed must be proqtgced sensitive assets, including traceability of
‘Zt disclosed, and governed for all and data processing (inc indirect or proxy alongside assets as applicable (inc for all sensitive data & functional lineage, and appropriate
< sensitive assets variables), according to its jurisdiction bias, drift, performance) assets model transparency & explainability

B O . S 0 # 5 |3
Common capabilities for managing data & analyti'é.s' assets. _ )
(7)) A register of Authoritative Cataloguing . L. %Entitlements and Access - E::ppropriate Securfty Controls §/ Quality Measurement must be
9 Sources and Authorized must be automated for all | r Sensitive Assets must be ust be enabled for sensitive enabled for sensitive assets with
; Distributors must be assets (data, models & defaulted to creator and assets and evidence must be metrics distributed alongside assets as
3 populated for all assets other artefacts) at point of owner, and all access and use recorded, inc vulnerability applicable (inc accuracy,
< containing sensitive data creation or ingestion must be tracked ) assessment for inputs & outputs completeness, timeliness)
Z T W — e e — 3 - T
< - -
The Ownership Data Sovereignty and Cross-Border ificati - L
: (ﬁj field in a catalog PEIP% Moveme‘rlwt O]!gert]};itive assets must be e bec ?iiﬂgf;&ogr H Retention, Archiving Cost & Sustainability Metrics directly
[ must be populated recorded, auditable and controlled according to all assets at point of and Purging, must be assouat(tedfthh trt‘e comtpgte, St‘?lrab?e .a”tﬂ
< for all sensitive defined policy (including data localisation and creation or ingestion magaged da}ccordmg It(o 2 moven:eln 0 acsjse S drr:us t_e avalc? e inthe
(a) assets software export rules) and must be always on efined frameworl catalog and used to optimise design
N - : : il J
c jmij;:n?e”;l;’::' o E 2 ;?lg’iz;esr :'f' ::t:;;:;gztgl: @ Catalaguir-ng &nté:z::;":/t: ;::: Access for @ Security Controls Data Quality SR Data Lineage

< : : Distributors R

[ : : . .

g The Ownership%! Thata Sovereil and Classification @ Data Consumption Purp@ose Data Privacy Impact Assessments Data Retention, Archiving Cost Metrics

- Cross-Border Movement \ and Purging
/ —
- ~ ~
T 40

Classification of Sensitive Assets includes:

- Personal Information (PI) / Sensitive Personal Data
- Personally Identifiable Information (P

- Client Identifiable Information

- Material Non-Public Information (MNPI)

- Specific Information Sensitivity Classifications (such as ‘Highly Restricted’ and ‘Confidential’)
- Citical Data Elements used for important business processes

- Licensed data

- Model IP [new]

- EUAI Act High Risk intended use models [new]

Protection
3.0 & Privacy
Accessibility
& Usage

_—

Cataloguing
& Classification

Y% LSEG

For more detail see the CDOMC+ Analytics working document:

1Cg 830RSU5500pwDGK IBWGBUIBIGIB/

google.com/do



https://docs.google.com/document/d/1Cg_8a0RStl550epwDGk_IBwG6ui8fGrB/

Designing and Managing Data Products '
Tuesday, April 30 - 11:00 A.M. EST
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. i Do more with your data Extend and enrich your existing
utomatically scan, Tind, \ . investments with an open ecosystem
antct{ classn‘ytthe:ata tha_'tf . across the entire tech designed for actionable context and
matters most - wherever | 5 stack. integrations across the board

lives (and whatever it is)

Modern architecture designed for
deployment where you want it, at
petabyte scale.

PaaS. SaaS. Hybrid.
Everywhere in-between.

Not all data looks the same - your data Make technology work for you -
management needs to be customized modern ML methodology to reduce
to your challenges & environment. time, improve accuracy, and

accelerate value
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WE ARE A LEADING
FINANCIAL SERVICES SECTOR
TRANSFORMATION SPECIALIST

We cover all aspects of transformation in today’s financial services industry. We are an end-to-end
partner for those who want to excel in an ever-changing environment, helping shape businesses
today to meet tomorrow's challenges.

We do this via our practices; communities of experts that have in-depth knowledge in the key
areas that our clients’ need. This includes transformation, risk & compliance, data, payments,
talent and pensions & insurance, our unique talent programme.

Our people make the difference. Their passion, deep domain expertise and hands-on approach is
what leads to success.



Join EDM Council and our membership
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Join a vibrant community of 25,000+ business leaders, CDOs, and data and analytics professionals across all industries.
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Thank you!
FOR MORE INFORMATION:

Website: www. bigid.com/blog
Email: info@bigid.com
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