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Multicloud Adoption

Regulatory Complexity
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GenAI Adoption

Data is critical but increasingly complex to manage

GDPR

CCPA

LGPD

HIPPA

PIPEDA

PCI DSS

PaLM

AnthropicVertex AI

LLAMA OpenAI Bard

How to secure
data from internal and 

external threats?

How to ensure privacy
of people’s data in line with 

global regulations?

How to govern 
data usage within the 

organization?

How to comply
with 100s of global 

regulations?
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Safe GenAI adoption: Key challenges

Accelerat
e GenAI

by enabling 
AI Safety

Prompt 
Safety

Enterprise 
Data Usage 
with GenAI 

AI Model 
Safety

AI Regulations

Data Privacy 
Regulations 
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Irresponsible 
use of 
data

Bound to 
create major 

issues

LLMs easily “memorize” info, making AI Risk 
Management a key consideration

Generative AI: New attack vectors on sensitive data
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Data Control 
ComplianceData 

Ownership
Authoritative Data Sources and 

Provisioning Points

Data Sovereignty and Cross-Border 
Movement of sensitive data
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Sensitive Data

Security 
ControlsData Consumption 

Purpose
Data Privacy Impact 
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and Purging
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Cloud Data Management Capabilities (CDMC) – Industry Framework
Includes 14 Key Controls & Automations for Managing Data Risk

Sensitive Data includes classifications such as:

· Personal Information (PI) / Sensitive Personal Data
· Personally Identifiable Information (PII)
· Personal Health Information (PHI) 
· Company or Client Identifiable Information
· Material Non-Public Information (MNPI)
· Specific Information Sensitivity Classifications (such as ‘Highly 

Restricted’ and ‘Confidential’)
· Critical Data Elements used for important business processes
· Licensed data

Free License – Download at:
EDMCouncil.org > Frameworks > CDMC
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Asurion
Navigating challenges for secure data and GenAI use

Technical Operational Organizational Lessons Learned
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Industry Landscape To Adopt GenAI
Needs Contextual Data+AI Intelligence & Unified Controls

DataCommand Graph
Single Source of Truth

Data PrivacyData Security ComplianceData 
Governance

AI Governance

AI ModelsData Clouds Private Clouds SaaS CloudsPublic Clouds

Regulations

3rd Parties

Enterprise Data 
Processes

DataCommand 
APIs

Command & 
Control via APIs

Other Apps
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Industry Needs Contextual Data Intelligence

Data 
Security 

Data 
Regulations

Data 
Access

Data Asset 
Discovery

Data 
Discovery

Data 
Mapping

Data 
Flow

Land of Silos
(NxN integrations needed) 

Data 
Lineage

Data 
Risk Data 

Compliance

Data 
PrivacyOps

Data 
Cataloging

Data Command Graph - Enables the Full Power 
of Contextual Data Insights  & Automation

Inherently Integrated.  Combine the power of Unified Data Graph (UDG) with relationships 
expressed as a graph between data-structure nodes across modules, and a Unified Data 

Interface (UDI).  

VS
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Industry Use Cases → Enable Safe Use of Data and AI 
With Securiti and Databricks

Establish Sensitive 
Data Intelligence

Understand 
Data Context

Gain Data Access 
Intelligence

Govern Data Access 
Controls

Automate Data 
Privacy Rights

Manage Data 
Security Posture (DSPM)

Govern AI 
Usage

Ensure Continuous 
Compliance



Questions?



Databricks 
Unity Catalog

Discovery

Data Sharing

Access 
Control

Auditing

Lineage

Monitoring

Tables

Files

Models

Notebooks

Dashboards

Unified governance for data & AI

Users Apps

Databricks Unity Catalog

Unified visibility into data and AI

Simple permission model for data and AI

AI-powered monitoring and observability

Open data sharing



Scan Now

Request
a demo

securiti.ai/request-demo

AIGovernance.Center

Learn More

Resources addressing 
emerging regulations and the 
governance of AI. 

For more information about Securiti, check out these resources.

Enroll Now

AI Governance
Certification

https://education.securiti.ai/certifications/ai-governance/
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Join EDM Council and our membership 
community of companies…

Worldwide
Americas, Europe, 
Africa, Asia, Australia 

350+ Member Firms 
Cross-industry, 
including Regulators

25,000+
Professionals

edmcouncil.org



Thank you!


