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What type of organisation do you work for?

Enterprise

Public sector

Technology provider / Hyperscaler

Consulting
Other




Cloud Data Management Capabilities (CDMC)

CDMC Working Group CDMC”
Cloud Cha"enges Cloud Data Management Capabilities
" * Regulatory Mandate: safeguard cloud computing services

to protect customers’ sensitive information

* Inefficiency: data, technology, regulatory and planning
challenges on nearly every cloud implementation

* Complexity: 89% of firms use 2 or more cloud providers*

< CDMC Group Objectives
@ 1. Best Practices for a hybrid-cloud world

2.  Cloud Data Controls to meet regulatory obligations for
protecting Sensitive Data

3. Accelerate Trusted Cloud Adoption modeled after the

— DCAM data management industry framework

EDMCOU Ncil * Source: Flexera, 2022 State of the Cloud



https://info.flexera.com/SLO-CM-REPORT-State-of-the-Cloud-2020

Cloud Data Management Capabilities (CDMC)
Industry Engagement

100+ Organizations — 300+ SME participants — Cross Industry Leading Organizations
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US: Federal Reserve, SEC, CFTC, FDIC
Canada: OSFI

UK: BoE, FCA, ICO

EU: ECB, ESMA (pending)
Germany: BaFin

Switzerland: FinMA

Australia: APRA

Singapore: MAS

Israel: Bank of Israel

India: RBI, SEBI (pending)
Africa/Middle East: 20+ Regulators
Others in process...

CDMC Working Group Delivered release v1.1

28 September 2021

Cloud Data Management Capabilities
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Training Courses

Cloud Service Certification

Open Source Tools

CDMC Authorized Partner Program
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Google Cloud becomes the next CDMC <

Cloud Certified Solution

= Google Cloud Blog

Security & Identity

How to migrate sensitive data with
confidence using Google Cloud’s
CDMC-certified architecture

June 26, 2023

Contact sales Get started for free

! Couno/.
7
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EDMCouncil P S gag
ANNOUNCEMENTS

EDM Council Designates
Google Cloud as a Certified
Cloud Solution

Mon, Jun 26,2023

Google Cloud clients migrating sensitive data to the cloud can do so with
greater confidence now that Google Cloud has been certified against
EDMC’s CDMC control framework

. 1 " - Aldefi becomes the newest
New York, NY - June 26, 2023 - EDM Council, the leading global non-profit trade association for g % e
) ) ) ) -0 member to join the EDM
advocating data management and analytics, has today announced that Google Cloud'’s new solution v ST
unci

architectiire which combinee Gonale Clotid’e RiaOiierv and Datanley hae heen indenendentlv

Recent Announcements See all
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Mose Tronci, Industry Solution Architect

Mark Tomlinson, Principal Architect
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What is your role?

- Data Management professional
- CDO

- Data Engineer

+ Cloud Architect

* Project Manager

+  Consultant

- Sales

* Other

© 2022 EDM Council Inc. 8



CDMC Main Elements Recap

CDMC"

Cloud Data Management Capabilities

Cloud Data
Management
Capabilities
Framework

Best Practices for
Managing Data in the Cloud

Version 1.1.1
September 2021

TN
EDMCouncil®

‘edmcouncil.orglpage/COMC Copyright ©2021 EDM Councnc. Al rights esered.

Possession and appication suject o COMC™ Terns of Use

CDMC 1.1.1 Framework

Defines the 14 capabilities and 37
sub-capabilities across 6 domains.

CDMC ASSESSMENT
Sub-Capability Survey

1.0.0 Governance & Accountability

The Governance & Accountability component is a set of capabilities that ensure an organization has clear accountability, controls
and governance for data migrated to or created i cloud environments. These capabilities provide the foundation of well-governed
business cases, effective data ownership, of data sourcing and ion and of data and
cross-border data movement risks

Component Score:

1.1.0 Cloud Data Management Business Cases Are Defined And Governed

The organization must have clearly defined business cases for the management of data in cloud environments. These must include
a framework of measures of the value to be realized. Each business case must be approved by an appropriate authority and
nonsared by

| Capability Score:

111 Cloud Data iness Cases

Asan ion moves its data and operations to cloud it is important to develop, communicate, cultivate, and
support business cases for cloud data management. An effective cloud data management business case defines the objectives and
expected outcomes of the implementation. It s vital to develop an entire cloud business case framework of metrics, measures and
key performance indicators to articulate the value of cloud data management.

Sub-Capability

No formal standard | No formal standard [Formal standard ~ |Formal standard  |Formal standard | The formal standard
cloud data cloud data cloud data cloud data cloud data cloud data

business cases exist. |business cases exist, | business cases are | business cases are |business cases are | business cases are

buttheneedis |being developed. |defined and defined and established as part
recognized, and the validated by adoptedbythe |of business-as-usual
development is i practice with
being discussed continuous

112 Cloud Data Business Cases

Each cloud data business approved by an authority and sponsored by accountable

stakeholders. Successfully managing data in cloud environments requires substantial support from both business and technology
stakeholders within an organization. The interests of these groups must be aligned early and consistently represented through
deployment.

Each cloud data management business case must be enforceable and periodically reviewed by sponsors throughout deployment
and the cloud data management lifecycle. Reviews will ensure that the business cases meet requirements as the organization's

objectives evolve and the stakeholders change.

CDMC 1.1.1 Assessment Template
Spreadsheet to facilitate

sub-capability assessments using
scoring guide of 1 to 6.

CDMC"

Cloud Data Management Capabilities

CDMC Key Controls
and Automations

Version 1.1.1
September 2021

-dmcouncil.org/page/COMC

‘Copyright © 2021 EOM Councinc. Al ighs reserved.
possession and appiication subject 1o COMC™ Terms of Use.

A~
EDMCouncil

CDMC 1.1.1 Key Controls
Specifies 14 key controls

across the 6 framework
domains.

CDMC"

Cloud Data Management Capabilities

CDMC Controls Procedures
and Test Specifications

Version 1.1.1
October 2021

edmcouncil.org/page/COMC

‘Copyright © 2021 EDM Councilinc. Allighs reserved.
possession and application subject to COMC™ Terms of Use.

AN
EDMCouncil

CDMC 1.1.1 Controls Procedures
and Test Specifications

Outlines tests and evidence required for

third-party CDMC platform/solution
certification

Google Cloud


https://cdn.ymaws.com/edmcouncil.org/resource/resmgr/cdmc_master/CDMC_Framework_V1.1.1.pdf
https://edmconnect.edmcouncil.org/clouddatamanagementinterestcommunity/home
https://edmconnect.edmcouncil.org/clouddatamanagementinterestcommunity/home
https://edmconnect.edmcouncil.org/clouddatamanagementinterestcommunity/home
https://edmconnect.edmcouncil.org/clouddatamanagementinterestcommunity/home

Cloud Data Management Capabilities
14 Key Controls for Managing Data Risk

Security Controls Data Privacy Impact

@ Assessments

Data Consumption
Purpose

Data Retention,
Entitlements and Access Archiving and Purging

for Sensitive Data

4.0
Protection Data Qualit
e e 3.0 & Privacy 5.0 @ M yt
Data Classification Accessibility Data easuremen

Lifecycle g -

2.0
Cataloguing

& Classification Data Lineage

Data Cataloguing

Cost Metri
Data Sovereignty and Cross-Border @ ost ietrics

Movement of sensitive data

Data Control
Authoritative Data Sources Data Ownership Compliance
and Provisioning Points

Google Cloud
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Focus
today

CDMC Assessment types

Key Differences

Google Cloud

CDMC . Individual Persqnal skills, Training Yes No No Online Exam
Certification \g Planning Attendance
CDMC Planning and Sentiment or Self- or CDMC
Readiness Consumer Progress . Yes Optional Optional Authorized
. Evidence-based
Assessment Tracking partner
Relevant
CDMC Formal Audit, CDMC Lessons
Certification Consumer | Regulatory Evidence-based Yes Yes Yes Authorized
Assessment Preparation partner
CDMC Planning and Independent
. . Cloud . CDMC

Certification . Independent Evidence-based No Yes Yes :

Providers ! Authorized
Assessment Evidence partner

11



Our journey to certification ‘
LESSON:

Encure colficient time

and |
Nov 2020 Sept 2021 Nov 2021 Jun 2022 d investment i |
CDMC 11 Work begins KPMG ‘
Google Cloud ava,/, ‘
joins EDMC launched. on Reference contracted to vay aé/e ‘
External Architecture perform a 3rc i
as board . ‘
member blogs party review
2021 2022 2023 T
o——4——F—t+—1+0—+—+—r—+—+—0O—+——+—
June 2023
Nov 2020 Aug 2021 Oct 2021 CDMC
Googlers Google signs First cohort of Certified
start Authorised DCAM+CDMC Cloud |
contributing Partnership accredited Solution &
to CDMC Agreement Googlers

Google Cloud

12



Introducing the Google CDMC Team

Executive
Sponsors

CcDbMC GCP
Reference
Architecture Team

CDMC 1.1
Specification
Working Group
Contributors

Prajakta Damle
Director, Prod Mgmt

(Data Gov)

EDMC Board

Andy Chang
Group Prod Mgr
(Security)

Blueprint Sponsor

Mose Tronci
Industry Solns
Architect
EDMC Lead

Mose Tronci
Industry Solns
Architect
EDMC Lead

Mark Tomlinson
Principal Architect
Project Lead

Andrew lkonnikov
Senior Product
Manager, Data

Governance

Eduardo Marreto
Cloud Data
Engineer

)

Kishore Gopalan
Principal Architect

Erlander Lo
Senior Product
Manager, Security
Blueprint Lead

o

Prajakta
Pandharkar
Customer
Engineer, ML

John Swain
Customer
Engineer, Smart
Analytics

Rochak Lamba

Innovation Lead,

PSO

LESSON:

CAec’éJ"””’ Team b
tée /"I?A.f co”"/bofl't/oh

of Shifle

Shirley Cohen
Solutions Architect

Tag Engine Lead Data Management

Svitlana
Gavrylova

Practice Lead UK

Svitlana
Gavrylova
Financial Services, Data Management

Practice Lead UK

Thinh Ha
Cloud Data
Engineer, PSO

@"@V@J

Google Cloud
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Google Cloud CDMC Reference Architecture ‘
core principles (ESsoN:

CDMC

Cohrfc/ek ée:,bmée ve.

reusabfe

#  Principle implemen 7ation

1 | Build on prior work and maximize reuse
2 | Implement all 14 CDMC controls
3 | Align to product roadmap, but minimize dependencies on future i ‘

. (ESSON-
4 | Prefer native Google Cloud features over third party services

Congidey tartin p

5 | Strong preference for full automation, but pragmatic, iterative af With [/ feof
6 | Author with intent to publish externally for customers and partr automat;p,, and
7 | Provide value-add for both new and established Google Cloud ierafe

+

Google Cloud

14



Delivery process overview ‘

LESSON:

Feedbac
Analysis & Design o cap Lden 7y Sponcor;
o Draft ° Itere / 0/’“1?
e  Review client
e Rework < ear /ﬂ ahc/
engage lf/tkoqy/w“f
C02: Ownership ———

CO03: Data Sources

—
CO04: Data Sovereignty .y
CO05: Cataloguing -
CO06: Classification _y
CO07: Entitlements 4 o . o
C8: Date Consumption 3" Documentation & Publication
C09: Security 4 e  Github docs
S10: Lot Protecton -— e  Architecture whitepaper
C11: Retention/Archiving s
C12: Data Quality —
C13: Cost Metrics y
C14: Data Lineage
Implementation Evidence & Assessment

e Evidence doc

e  Control detector .

e TagEngine * Review
e Rework

Google Cloud 15
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Where are you on your CDMC journey?

Not started

Currently investigating
* Project in progress

» Already assessed

 Already certified




Analysis & Design - key stats ‘

LESSON:
Seet elarificato,, 'n

areas of ap b guity
The CDMC framework The internal design f
specification extends to m architecture ha«

and details v;t—fr
sub-capabilitiesf an 4

6
data management and

governance 136 design decisions

No perfect answer - need to put a stake in the ground

Google Cloud 17



Implementation: Overview and Control Map ‘

Google Cloud

LESSON:

Data ingestion project Non-confidential data project Confidential data project
@
S N 0
° St:;sar: data ,Z Il;aetalftl:l;’ntlﬁcatlon 8 c hlma h capaél.//‘ty i
N ul ul \
. : 2 — ; Control # Map
groupin
5 — S F
I~ I Batch data >} De-identiﬁcationO De-identification Re-identification .? ey a,’d/eg <
A Gt [~ 50 ol Qg o, " of implem
Data governance project —
Access and lifecycle Scanning Reporting

Key management 9 Data loss DLP findings Scheduler 206

::‘%Ugls":ﬂdsHSM Cloud DLP BigQuery ] Cloud Scheduler _:’;l Wi

Record ? Q Policies Q Billing export ¢ '} Metadatak Report Engine oo F éé‘j \r O/l/ >
1

Managecjols BigQuery i U Data Catalog
w Cloud Run BigQuery - JJ7  cloud Run

I
'—I_( ) 2 12 | — /4 g tI'C I‘
Archiving ! Cloud Data % Data qualit% — - Pa- te ahd é(/dyet

olic Quality Engin findings = @ igQuer (z
gigou)e’ry _‘ w Cloud R{n . . N 4 (T:':)ng:u?‘ine Q podueny I[OI' fAe eyo/‘{t,‘on afs
@l Lhe platform,

BigQuery

i

CDMC reports -

Looker Studio

o°

Google Cloud 18



/Z) CDMC Dashboard
Top-Level Dashboard
Summary Dashboard (All Data)
Summary Dashboard (Finding...
Recommendations

Table Metadata Summary
Table Metadata Report

Field Metadata Report
Purpose Tracking

Table Security Tracking

Field Security Tracking

Impact Assessment Report
Retention Report

Table Quality Report

Column Quality Report

Cost Report

Google Cloud CDMC Overall Health

Summary

™\ Reset

Sensitive data -

Total # tables governed

637

# of sensitive tables

7

Total # of findings

121

o
=

0%

CDMC"

Cloud Data Management Capabilities

Total % tables with findings

1.1%

100%

Status by dataset

# sensitive tables in CRM

3

Total findings in CRM

95

#tables in F

607

# sensitive tables in Finwire

1

Total findings in Finwire

3

# sensitive tables in HR

Total findings in HR

# tables in HR

1

1

3

# sensitive tables in Sales

1

Total findings in Sales

9

Findings by CDMC control number (all datasets)

€01: Controls Tes C02:

CO08:

Ownership CO03: Authoritative

0

C10: Impact

i

C04: Sovereignty

0 0

C11: Retention C12: Quality

0 50

C5: Cataloging

CO6: Classification

C13: Cost

CO7: Entitlements

0

C14: Lineage

7

Detector run information:

Detector execution timestamp
Mar 27, 2023, 2:59:06PM

Controls in scope for last run
all

Detector UUID

0da62da4-3880-4762-be

All findings in
one place

)

™ Reset

Google Cloud CDMC Finding Dashboard

Project - Dataset: Exclude bigquery_log_sink, ... (4) - Total Findings

Account

i AddAcct
CashTransactionHisto...
CashTransactionincre...

» Customer
DailyMarketHistorical

[ DailyMarketincremental
Date
Employee

[ HoldingHistoryHistoric...
InactCust
Industry

NewCust

Colamn Quality Report

Cost Report

Prospect
“stamsType
TaxRate
[ Time
| TradeHistorical

TradeHistory

Detector run information:

Detector UUID

Is in scope for last run

3880-4762-br

Mar 27, 2023, 2:59:06 PM all

CDMC"

Cloud Data Management Capabilities

1-26/26 < >

® .\

o

Google Cloud

19



Implementation: Test Datasets, subset of TPC- .

Confidential Data Perimeter

Confidential Data Project sdw-conf-b1972e-bcc1

BigQuery (us-central1)

Dataset crm Dataset finance
Table AddAcct Table FINWIRE1969Q3_SEC
Table CloseAcct Table FINWIRE1998Q2_FIN
Table InactCust Table ...

Table NewCust

Table UpdAcct

Table UpdCust

LESSON .

lect data selection

eritical

Dataset «

Table

Table CashTransactionHistorical

Table CashTransactionincremental
Table Customer
Table DailyMarketHistorial

Table ...

Our TPC-DI-derived test data provides a large selection of data classifications and meaningful volumes to demonstrate our capabilities.

20


https://www.tpc.org/tpcdi

KPMG Assessment process

CDMC GCP Reference Architecture
Control 3 Assessment Evidence

Control Procedure and Test Specification

COMC Component: 1.0 Governance & Accountability

COMC Capabilty: 13 Data d \d supported by
automation
Artegister of Auth Provisioning Points must be

populated for all data assets containing sensitive data or otherwise must
be reported to a defined workflow.

Assessment Procedure: | Inspect the data register to confirm it contains information on authoritative
data sources i the
otherwise must be reported to a defined workflow.

Proced tion: | The control however an ad hoc report is
sufficient as part of a regular data governance review.

BAU Procedure Compliance is reviewed regularly such as quarterly and/or automated to

Frequency: require data source to be populated at the point of creation and/or

Data Requirements:  Data assets classified as sensitive/critical data assets.
 Register of authoritative sources and authorized distributors.

all data assets, where
is sensitive, h ed

MC tag template which determines default values for the
nst the data_asset table. If there are no corresponding entries,

g for each data asset stored i the data_asset

that can be found in the register.

Introduction

‘The Google Cloud Reference Architecture aligned to the CDMC v1.1 Key Control Framework is based on
Google's Secure Data Warehouse Blueprint. The Blueprint includes a design for securely storing
confidential data in the cloud and a set of Terraform configurations and scripts used to deploy an
example environment

‘The following Google Cloud Platform (GCP) Services are used for the implementation of this control:
 BigQuery (BQ),a e scalable, i warehouse.

This is the datastore for the data assets, and also used as the storage mechanism for any
control findings.

. 2 ged and highly scalably

service. This provides the data catalog used to store metadata about the data assets.

Technical metadata about all GCP data assets is automatically populated and synchronized

«Tag Engine s a self-service tool used to bulk populate metadata in Data Catal

« Terraform is an open-source infrastructure as code software tool. It is used within the Blueprint
and control to ion of data assets.

taset

e data between stores, although lineage will be demonstrated in

bessor Comments

Description

2001 @

)

fales dataset is now able to have the authoritative flag set to
B

d CDMC Finding Dashboard CSRMAC

jainst data asset control3._test1

brols n scope forlastrun  Detector UUID.

atStT7dc81 st a8 19500 ottt

n, which is only running Control 3 detectors

Data Control Compliance

Ownership Field

Authoritative Data Sources & Provisioning

Data Sovereignty and Cross-Border Mov

Cataloging

LESSON:

Validate the minimyn,

evid, )
ence réquired 7o

Classification

Implemented Ac

Entitlements and Access for Sensitive Data

Implemented Accepted

Data Consumption Purpose

Implemented Accepted

Security Controls

Implemented Accepted

10

Data Protection Impact Assessments

Implemented Accepted

GCP CDMC RA Evidence Docs

Evidence documents for each Control validating
alignment to criteria in test specification
(300+ pages)

"

Data Retention, Archiving and Purging

Implemented Accepted

12

Data Quality Measurement

Implemented Accepted

13

Cost Metrics

Implemented Accepted

14

Data Lineage

Implemented Accepted

Google Cloud

21



ocumentation & Publication:
ur primary technical deliverables

O Search or jump to... Pull requests Issues Codespaces Marketplace Explore

Implement the CDMC key controls framework Send feedback

) . 8 GoogleCloudPlatform /cdmc  Private Owatch 4 v ¥ Fork 0 v ¥ Star 2~
in a BigQuery data warehouse @ -

<> Code (© Issues 7 11 Pullrequests (® Actions [ Projects @ Security |~ Insights

A Preview
This product or feature is covered by the Pre-GA Offerings Terms of the Google Cloud Terms of Service. Pre-GA products and ¥ main v g 4branches ©0tags Go to file Add file ~ <> Code ~ About
features might have limited support, and changes to pre-GA products and features might not be compatible with other pre-GA N B
gl PP ges to i El g P! P! No description, website, or topics
versions. For more see the launch stage oy i
@ swainjo Merge pull request #16 from Google... - 8cf74ff 2daysago O 48 commits provided.
B dashboard Initial dashboard commit last week 00 Readme
&8 Apache-2.0 license
Bm data-ingestion Merge pull request #4 from GoogleCloudPlatf... last week
A~ Activity
Bm data-quality minor docs updates last week ¢ 2stars
Many organizations deploy cloud data warehouses to store sensitive information so that they can analyze the data for a B data-scanning Update inspect_datasets.py 3 days ago ® 4watching
variety of business purposes. This document describes how you can implement the Cloud Data Management oo
Capabilities (CDMC) [ Key Controls Framework, managed by the Enterprise Data Management Council, in a BigQuery Bm report-engine renamed report-engine folder 3 weeks ago % OIKS
data warehouse.
I» tagging added remaining steps to the tagging guide 3 weeks ago
The CDMC Key Controls Framework was published primarily for cloud service providers and technology providers. The X " 4 p il ” 3 Releases
framework describes 14 key controls that providers can impl 1o let their ively manage and govern 0O .gitignore changed setup:and sucessfully run terraform ;.; 2days ago
iti i i i i i No relea blished
sens.ltllve (.'Jata in the cloud. The controls we.re wn‘tt‘en by the CDMC Working Group, W|Fh more than 3(?0 professionals [) CONTRIBUTING.md Add files via upload . o releases published
participating from more than 100 firms. While writing the framework, the CDMC Working Group considered many of the Createranew/release
legal and regulatory requirements that exist. [ LICENSE.md Add files via upload last month
This BigQuery and Data Catalog was and certified against the CDMC Key Controls [ README.md Fixed dashboard link in main README last week Packages
Framework as a CDMC Certified Cloud Solution. The reference architecture uses various Google Cloud services and
features as well as public libraries to implement the COMC key controls and recommended automation. This document [ environment-variable... ~Update environment-variables.example last week No packages published
explains how you can implement the key controls to help protect sensitive data in a BigQuery data warehouse. Publish your first package
[ setup.sh changed setup and sucessfully run terraform ... 2 days ago
Architecture = README.md Vi Contributors 5
The following Google Cloud reference architecture aligns with the CDMC Key Controls Framework Test Specifications g a Q O

v1.1.1. The numbers in the diagram represent the key controls that are addressed with Google Cloud services. Goog I e c I ou d c D M c Refe ren ce
Goog Clos Architecture

Languages
Data ingestion project Non-confidential data project Confidential deta project =
[ﬁm - < g [ 0 s \? ThI.S reposlfory contalns. the.CDMC r.eference archlfecture for Google. Cloud. This e Python 79.1% Sheil 1855

GCP CDMC Whitepaper (40+ pgs) GitHub Repo

Overview of the reference Publication of example assets (scripts,

architecture and controls detectors, setup guide) into new
standalone repo.

Google Cloud 22
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Cloud Data Management Capabilities

CDMC Information Model
Controls Tests Mappings

Version 1.1
October 2022

5 Copyright © 2022 EDM Council Inc. All rights reserved.
E D M C ounci | Possession and application subject to COMC™ Terms of Use.




Data Governance Project

@ Data Catalog

Table-level CDMC Tag Templates

CMDC Controls Template

Data Owner Name 2
Data Owner Email 2
Is Authoritative 3
Approved Storage Location 4
Is Sensitive 6
Sensitive Category 6
Approved Use 8
Sharing Scope Geography 8
Sharing Scope Legal Entity 8
Encryption Method 9
Retention Period "
Expiration Action 11
Ultimate Source 14
Data Lineage
Auto-Discovered Lineage Nodes 14
Ultimate Source Lineage Node 14

Prepopulated Technical Metadata

Asset Type 5
Resource URL 3
Location 4
Creation Time

Expiration Time 1

Impact Assessment Template

Subject Locations 10
Is DPIA 10
Is PIA 10
Impact Assessment Reports 10
Most Recent Assessment 10
Oldest Assessment 10

Field-level CDMC Tag Templates

Prepopulated Technical Metadata

Type

X CDMC Control # Map

LESSON:
Consider tactica/

Data Sensitivity Template

Sensitive Field

metamode/ ¢ COMC

'*'f’orma.t/oh mode/

Sensitive Type

Security Policy Template

Acceptable Threshold

|_5

Platform De-Identification Method 9 Meets Threshold 12
Application De-ldentification Method 9 Most Recent Run 12
Field-level Policy Tags (Fine-Grained Access)
Cost Metrics Template CDMC Sensitive Data Taxonomy
Total Query Bytes Billed 13 Personal Identifiable Information 7
Total Storage Bytes Billed 13 Personal Information 7
Estimated Query Cost 13 Sensitive Personal Identifiable Info 7
Estimated Storage Cost 13 Sensitive Personal Information 7

24



How to use our assets!

Established Google Cloud

Clients

1. Read CDMC capability and key 1.
controls frameworks

2. Review our whitepaper 2.

3. Perform CDMC capability 3.
assessment

4. Perform CDMC controls gap 4.
analysis

5. Download and selectively adapt
CDMC GitHub repo assets to
address control gaps in your
environment

New to Google Cloud

Read CDMC capability and key
controls frameworks

Review our whitepaper

Evaluate and implement Secure
Data Warehouse Blueprint

Download and implement CDMC
GitHub repo asset in its entirety

3.

Read CDMC capability and key
controls frameworks

Review our whitepaper to identify
any architectural patterns that
you could reuse in your own
control design

Reach out to your own provider
and understand about how you
can reuse their certified
architecture

Google Cloud
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Questions?

£Y Google Cloud
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Google’s Data and Al Cloud

Simplifying data and Al experiences for all users with Gen Al

wn © O © O © © O

Developers Data Business Decision Solution Line of business Partner
teams users leaders accelerators and industry integrations
Govern Data and Al with Dataplex
Databases Data Analytics Al & ML Business Insights
AlloyDB Spanner BigQuery Vertex Al Looker

Google, Open Source, and 3rd party foundation models (text, chat, code, video, image, audio)

@ Google Cloud GPUs/TPUs Run across clouds / on prem Most open ecosystem

Google Cloud 27



Recap of our lessons

1. Ensure sufficient time and investment is available

N

Check your team has the right composition of skills

w

Seek clarification in areas of ambiguity

B

Anticipate and budget for the evolution of the platform

Consider bespoke vs. reusable implementation

o o

Consider starting with limited automation and iterate

~N

Common capability groupings regardless of implementation

Test data selection critical

Identify sponsoring clients early and engage throughout

©O v ®

. Validate the minimum evidence required to satisfy the assessor

1. Consider tactical metamodel vs. CDMC information model

Implement the CDMC key controls framework Send feedback
in a BigQuery data warehouse 0 -

A Preview

This product or feature is covered by the Pre-GA Offerings Terms of the Google Cloud Terms of Service. Pre-GA products and

features might have limited support, and changes to pre-GA products and features might not be compatible with other pre-GA

Many organizations deploy cloud data warehouses to store sensitive information so that they can analyze the data for a
variety of business purposes. This document describes how you can implement the Cloud Data Management
Capabilities (CDMC) [ Key Controls Framework, managed by the Enterprise Data Management Council, in a BigQuery
data warehouse.

versions. For more information, see the launch stage descriptions.

The CDMC Key Controls Framework was published primarily for cloud service providers and technology providers. The
framework describes 14 key controls that providers can implement to let their customers effectively manage and govern
sensitive data in the cloud. The controls were written by the CDMC Working Group, with more than 300 professionals
participating from more than 100 firms. While writing the framework, the CDMC Working Group considered many of the
legal and regulatory requirements that exist.

This BigQuery and Data Catalog reference architecture was assessed and certified against the CDMC Key Controls
Framework as a CDMC Certified Cloud Solution. The reference architecture uses various Google Cloud services and
features as well as public libraries to implement the CDMC key controls and recommended automation. This document
explains how you can implement the key controls to help protect sensitive data in a BigQuery data warehouse.

Architecture

The following Google Cloud reference architecture aligns with the CDMC Key Controls Framework Test Specifications
v1.1.1. The numbers in the diagram represent the key controls that are addressed with Google Cloud services.
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