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Data “security” Is everywhere
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Sensitive data Is everywhere
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Encrypting sensitive data
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Classic encryption remains a challenge

Siloed encryption keys

Storing keys with data

Challenges Securing the DB (TDE)
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Tokenization for zero trust

= Security is how an attribute of the data,
allowing granular data access controls,
wherever the data is

= Policies
= RBAC

= | east privilege access control
= Tokenization decryption policy (if required)




Key takeaway: Tokenize early
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Tokenize and use data without decryption
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Tokenize and use data without decryption

Name = Bob Collins
DOB = 04/22/2012
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Luxury car manufacturer

Use case: share PIl data from cars with
business analytics to improve
services/products

Challenges: Global privacy regulations,
flexibility in tokenizing fingerprint
formats (VIN number)

Outcome: Reduce business risk and
improve admin control protecting
customer Pll data in their private cloud




Global logistics company

Goal: Modernize data security and
secure data as early as possible,
securing data as it moves to the
cloud while keeping keys inside

Country of origin in line with GDPR.

Outcome: Tokenize PIl and PCIl data
at the application level and improved
performance and agility




Tokenization and the CDMC framework
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Purpose @ Assessments

Entitlements and Access
for Sensitive Data

m Data Retention,
_— Archiving and Purging

4.0
Protection Data Qualit
e 3.0 & Privacy 50 @ M yt
Data Classification Accessibility Data easuremen
Lifecycle

2.0
Cataloguing

& Classification Data Lineage

Data Cataloguing

Cost Metrics
Data Sovereignty and Cross-Border °/ !

Movement of sensitive data

Data Control
Authoritative Data Sources Data Ownership Compliance
and Provisioning Points



Fortanix: Unified
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Broad ecosystem of integrations VERITAS
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Five reasons why customers choose Fortanix

UNIFY administration
of tokens, keys, and
policies

End to end DATA-CENTRIC
security and privacy
platform

Improve CONTROL
complying with policies,
laws, and regulations.

Trusted Execution
Environment to
secure data at rest,
in motion, and in

Fortanix

‘ OPTIMIZE crypto
; operations and augment
[ IT investments.
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Join EDM Council and our membership
community of companies...
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EDMCouncil

TODAY'S HIGHLIGHTS

Bank of Valletta becomes the newest

GIObaI Advocates ' member to join the EDM C
fo r : | EDM Council welcomes Webber

Wentzel as its newest member

The leading global trade association providing best
practices, standards and education to data and business
professionals in our data-driven world.

What we do

Join a vibrant community of 25,000+ business leaders, CDOs, and data and analytics professionals across all industries.
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Thank you!
FOR MORE INFORMATION:

Website: Fortanix.com
Email : info@fortanix.com

il Fortanix E/DM\ - :
Security, wherever your data is O u n C |
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