EDM

Cloud Data: Do you know if
it’s secure or vulnerable?

A conversation with

“~. Andy Smith
- cmo

Matthew McCarty
Sr Security Consultant
AWS

aws % Laminar EDMCouncil



Moderated by Mike Meriton
Co-Founder & COO, EDM Council

Joined EDM Council full-time 2015 to lead Industry Engagement / \
EDM Council Co-Founder & First Chairman (2005-2007) E D M C ounci ﬂ

EDM Council Finance Board Chair (2007-2015)

Former CEO GoldenSource (2002-2015)

Former Executive for D&B Software and Oracle

FinTech Innovation Lab — Executive Mentor (2011 - Present)




[ 4
Today’s panel EDMCouncil

Moderator

Mike Meriton Matthew McCarty Andy Smith
Co-Founder & COO Sr Security Consultant CMO
EDM Council AWS Laminar

E/D\M\Council aWs v/ Laminar



S

Market Forces that
Changed the Data
Security Landscape

Cloud
Transformation

Covid-19
accelerates digital
transformation by

5.3 years
|2

Data
Democratization

@

714,

of companies plan to use

the cloud for Data Science
Gartner




CIS: Inventory on Top. Data Protection 13 to 3!

CIS Controls (@ cIS Controls

01  Inventory of Hardware 01  Inventory and Control of Enterprise Assets

02  Inventory of Software 02 Inventory and Control of Software Assets

03  Continuous Vulnerability Management q 03  Data Protection

04 Control of Admin Privileges : 04  Secure Configuration of Enterprise Assets and

05  Secure Configuration r} 05  Account Management

06  Maintenance and Analysis of Logs 06  Access Control Management

07  Email and Browser Protections 07  Continuous Vulnerability Management

08  Malware Defenses 08  Audit Log Management
“ 09  Email and Web Browser Protections

10  Data Recovery 10  Malware Defenses

11 Secure Configuration of Network Devices e 11  Data Recovery
n 12 Network Infrastructure Management

13 Data Protection == — 13 Network Monitoring and Defense

14 Controlled Access Based on Need to Know 14  Security Awareness and Skills Training
15 |wikes sl | 5| soiceprovidrmagement |

16  Account Monitoring and Control — 16  Application Software Security

17  Security Awareness Training 17  Incident Response Management

18  Application Security 18  Penetration Testing

19  Incident Management

20  Penetration Testing
C l S Center for Internet Security®



Innovation Attack Surface

[noun] the continuous unintentional risk cloud data users
create when using it to drive innovation
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THE SECURITY EXECUTION GAP

Shadow Data - 10 customer examples
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SSH kubernetes "
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AWS Shared Responsibility Model
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Amazon £C2 Amazon RDS AWSS3 AWS KMS DynamoDB

CLIENT-SIDE DATA
ENCRYPTION / INTEGRITY
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DATA SECURITY STARTS WITH POSTURE MANAGEMENT

What is DSPM?

Gartner

“Data security posture management
(DSPM) provides visibility as to where
sensitive data is, who has access to that
data, how it has been used and what the
security posture of the data store or

application is”

Hype Cycle for Data Security, Gartner,
August 2022

“ I Transformational
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Data Hygiene

Data Access Governance

Compliance

Data Security Risk Control



FinTech Case Study
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e Complete and continuous | 6 I Goals met
. WEEKS
aWS 13 cloud data discovery.
Cloud . . [ Visibility of all cloud
accounts e Ensure that sensitive data is in L(Q)_I datal

designated datastores.
Remediated

3045 17 e Enforce data security and datastores
policies on all crown jewels.
Data stores Petabytes Data & Security
data collaboration
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Agile Data Security starts with Posture Management

AGILE DATA SECURITY

LEGACY DATA SECURITY

Labor Intensive Fight on resources Blind to Shadow Data Agentless Asynchronous Autonomous

1



Cloud Data Management Capabilities (CDMC)
14 Key Controls for Managing Data Risk

Data Protection Impact

. mﬁmp::;ZI; for sencs:i"ve data N
Data Consumption Purpose P e R triggered for all personal data

must be provided for all Data
Sharing Agreements involving
sensitive data

according to its jurisdiction

Entitlements and Access for
Sensitive Data must default to
creator and owner and access
must be tracked for all sensitive

data 4.0
Classification must be 30 pa: ‘::trei::coyn
automated for all data at the point Accessibility
of creation or ingestion and must & Usage
be always on
20
Cataloguing must be Cataloguing

automated for all data at the point & Classification

of creation or ingestion, with

Sensitive Data includes classifications such as:

« Personal Information (PI) / Sensitive Personal Data

« Personally Identifiable Information (PIl)

« Personal Health Information (PHI)

« Company or Client Identifiable Information

« Material Non-Public Information (MNPI)

« Specific Information Sensitivity Classifications (such as
“Highly Restricted" and ‘C )

 Critical Data Elements used for important business processes

« Licensed data

Data Retention, Archiving and
Purging must be managed
according to a defined retention

schedule

Data Quality Measurement must
be enabled for sensitive data with
metrics distributed when available

Cost Metrics directly associated
with data use, storage and
movement must be available in

consistency across all the catalog
environments
The Data Sovereignty and
Cross-Border Movement of - - ;
sensitive data must be recorded, Data Lineage information must
auditable and controlled be available for all sensitive data
according to defined policy
A register of Authoritative The Ownership fieldin a Data Control Compliance
Data Sources and data catalog must be must be monitored for all data
s N Provisioning Points must be populated for all sensitive data assets containing sensitive
EDMCouncil populated for all data assets or otherwise reported to a data via metrics and
defined workflow automated notifications

containing sensitive data



cdme-11 Governance & Accountability  Data Control Compliance Metric Supported
cdmc-12  Governance & Accountability ~ Ownership field Supported
cdmc-13  Governance & Accountability  Authoritative Sources and Provisioning Points Facilitated
cdmc-14  Governance & Accountability  Data Sovereignty and Cross-Border Movement Supported

Cataloging & Classification Classification Supported J///

cdmc-3.1 | Accessibility & Usage Entitlements and Access for Sensitive Data Supported

Cloud Data Management Capabilities cdmc-3.1 | Accessibility & Usage Data Consumption Purpose Facilitated

Protection & Privacy Security Controls Supported J///
Protection & Privacy Data Protection Impact Assessments Facilitated J//,

cdmc-5.1  Data Lifecycle Data Quality Measurement Not Supported
cdmc-5.2 Data Lifecycle Data Retention, Archiving and Purging Supported
cdmc-6.1  Data & Technical Architecture  Data Lineage Facilitated
cdmc-6.2 Data & Technical Architecture ~ Cost Metrics Partially supported

Reference


https://laminarsecurity.com/blog/using-laminar-to-implement-the-cloud-data-management-capability-cdmc-framework/

AWS Glue Blueprint Assessed to 14 CDMC Controls
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Reference



https://aws.amazon.com/blogs/industries/aws-glue-successfully-assessed-for-all-14-controls-in-the-edm-councils-cdmc-cloud-data-management-capabilities-framework/

Questions?
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Thank you!
FOR MORE INFORMATION:
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