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SYNOPSIS

The emergence of cloud computing has afforded firms
new sources of competitive advantage and business
models have evolved in response. Whilst Cloud adoption
across Financial Services has been broadly positive, a lack
of a comprehensive roadmap until recently for cloud
adoption/ cloud capabilities assessment has led to
divergence amongst industry participants in both the
pace and manner of cloud adoption

CDMC is a comprehensive framework of capabilities,
requirements, controls and guidance for cloud data
management which will guide participants in their
journey to the cloud. In this session industry thought
leaders will help you gain an understanding of (i) The
CDMC Framework, (ii) building out solutions with CDMC
(iii) tooling with CDMC (iv) how to elevate your
relationship with regulatory bodies, amongst other things.



THE CDMC FRAMEWORK

The goal of the CDMC is to “allow companies across all industries to more effectively
pursue and implement multi-jurisdictional cloud adopftion strategies and best practices”

To assist companies in their
path to cloud and attaining
cloud data transparency,
industry participants from FS,
CSPs and technology vendors
approached the EDM Council to
form an industry working group

The CDMC Framework was
established: it consists of 6
components, 14 capabilities,
and a further 37 sub-
capabilities that provide
detailed guidance on protecting
sensitive data in a cloud /
hybrid cloud environment. The
6 components and 14
capabilities of CDMC
encompass:

1. Data Governance and
Accountability

a. Data Ownership
b. Data Sourcing and Authorities
c. Data Sovereignty

4. Data Protection
and Privacy

a. Securing Data
b. Data Privacy

2. Data Cataloguing and
Classification

a. Data Cataloguing
b. Data Classification

5. Data Lifecycle
Management

a. Data Profiling and Quality
b. Data Lifecycle Management
Plan

3. Data Accessibility
and Usage

Data Entitlements & Access

Tracking
Data Ethical Use and
Purpose Tracking

6. Data and Technical

Architecture

a. Data Provenance / Lineage
b. Technical Design Principles




CDMC - KEY BENEFITS

The focus of the CDMC framework is to mitigate several key cloud
Implementation challenges currently faced by financial markets parficipants

Financial Regulation: Financial institutions operate under a
continually evolving regulatory regime, where there is
need for a framework which banks can adhere to for data
compliance and audited for cloud implementation

Data Residency: Storage and data processing in the cloud
needs to be rigorously assessed and audited to ensure

compliance with data sovereignty laws as per the

regulation, territory law and governance structures within
the nation that data is collected

Cost: Data owners must be able to understand as to who is
using what data, the frequency of access and the cost that
is being incurred to provide that data.
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Security Controls: Framework or guidelines are required to
avoid the risk of data loss, breaches, and ensure

appropriate levels of encryption are consistently applied
to sensitive data: "always on" controls

Data Control: The Framework aids validation of
the efficacy of Data Classification, Governance and Data

Quality consistently across data regardless of its source or
purpose.

Access and Entitlements: Un-controlled data access
foments data leaks and reputational damage. Therefore,

data entitlements must be audited and automated to
restrict access




BUILDING OUT SOLUTIONS WITH CDMC

By adopting the CDMC Framework Cloud Solutions become more flexible, extensible and

enhance Capabilities

Market
participant
companies:

asses your
extant
solutions

Application, Technology
& Data Providers:
Certify
products/services

& adapt to CDMC
framework
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Vendor Toolset Evolution: CSP tools and technology

vendor services are evolving in response to the CDMC framework
and are transforming to accommodate best practices as defined by
the CDMC Framework. So as | build a solution, | now understand
how products/ services from the external market's tech vendors
and CSPs will meet my needs in terms of CDMC attestation

Front to Back: In addition to certifying your processes, operations
and automated controls against the CDMC Framework, a

firm's cloud capabilities can be built out in conjunction

with vendors who have certified their technology solution against
the 14 key controls & automation opportunities. So, | can now
design for full front-to-back COMC automation and asses/certify my
solution against the CDMC controls

Future Proofing: As the market evolves, | need my solutions to
evolve as well. With CDMC and its 12-monthly re-certification
cycle, new offerings and features from solution providers will be
assessed against the 14 controls during recertification, thereby
future-proofing my solutions




100+ Leading firms and 300+ participants CDMC
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CDMC

Cloud Data Management Capabilities

CDMC is Published!

CDMC Published — Tuesday, Sept 28th
CDMC released as a Free License for Industry

CDMC

Cloud Data Management Capabilitics

Available for download from EDMC website for
internal use for any company

https://edmcouncil.org/page/CDMC

Cloud Data
Management

-
Capabilities _ I N I
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Managing Data in the Cloud
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NEW — CDMC™: Cloud Data Management Capabilities Framework now MorgansStanley REFINITIV [

published!

EDM Council’s CDMC Workgroup is pleased to release the full CDMC framework v1.1, CAPCO
comprising of all six of its major components and capabilities, including the COMC 14 Key

Controls and Automations for protecting sensitive data in a cloud/hybrid cloud

environment. This release makes openly available the world’s first best practices, Resource Links
assessment and certification framework for effectively managing data in the cloud and
accelerating adoption of cloud and hybrid cloud ecosystems. The CDMC framework is
available as a free license for internal use to all organizations in all industries, including
both EDM Council members and non-members

o NEW! Download the CDMC Framework
possession

CDMC 14 Key Controls for managing
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